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INTRODUCTION

Chairman CarpemRanking Member Coburn, and members of then@ittee, | am Edith
Ramirez Chairwoman othe Federal Trade Commission (“FTC” or “Commissioh’).
appreciate the opportunity to present the Commission’s testimony on data secwkityr your
leadership, Chairman Carper, on this important issue

Consumers’ data is at risk.eBent publicly anounced data breacesmind ushat
hackers and othne seek to exploit vulnerabilities, obtain unauthorized access to consumers’
sensitive information, and potentially misuse it in ways thatceaise serious harm to consumers
as well as businesse3hese threats affect more than payment card data; breaches reported in
recent yearbave also comprorsedSocial Security numbers, account passwords, health data,
information about children, and other types of personal information.

Data security is of critical importance to consumers. If companies do nattgrwe
personal information they collect and store, that information could fall into the wrong hands,
resulting in fraud, identity thefgnd other harm, along with a potential loss of consumer
confidence in the marketplacé&s one examplehe Bureau of Justice Statistics estimates that
16.6 million persons — or 7 percent of all U.S. residents ages 16 and aldeg victims of

identity theft in 2012.

! This written statement presents the views of the Federal Trade Commission. My oral statements and
responses to questions are my own and do not necessarily reflect the views of the Commission or of any
other @mmissioner.

2 SeeElizabeth A. Harris &icole Perlroth For Target, the Breach Numbers Graw Y. Times Jan.

10, 2014, available dittp://www.nytimes.com/2014/01/11/business/tatyeiackhaffected70-million-
customers.htm{discussing recentignnounced breaches involving payment card information by Target
and Neiman Marcus); Nicole Perlroth, Michaels Stores Is Investigating DatalBi¢&/'. Times, Jan.

25, 2014, available dittp://www.nytimes.com/2014/01/26/technology/michastlsresis-investigating
databreach.htm{announcement of potential security breach involving payment card information)

% See Bureau of Justice Statisti¢itims of Identity Theft, 201(®ec. 2013), available at




As the nation’s leading privacy enforcement agency, the Commission has undertaken
substantial effortéor over a decade to promote data secuanity privacy in the private sector
through civil law enforcement, education, and policy initiativése Commission is here today

to reiterate its longstanding



In addition, the Commission enforces the proscription against unfair or deceptive acts or
practicesin Section 5 of the FTC A& A company acts deceptively if it makes materially
misleading statements or omissidnBlsing its deception authority, the Commission has settled
more than 30 matters challenging companies’ express and implied claims about the thegurity
provide for consumers’ personal dateurther, a company engages in unfair acts or pracfices i
its data security practices cause or are likely to cause substantial injury to consumers that is
neitherreasonably avoidable by consumers owiweighed by countervailing benefits to
consumers or to competitidh.The Commission has settled more than 20 caltesging that a
company’s failure to reasonably safeguard consumer data was an unfair ptactice.

The FTC conducts its data security investigations to determine wizetioenpany’s data
security measures are reasonable and appropriate in light of the sensitivity and volume of
consumer information it holds, the size and complexity of its data operaimhshe cost of

available tools to improve security and reduce vulnerabilitigge Jommission






to implement comprehensive information security programd undergo independent audits for
the next 20years.

The FTC also recently announced a case agaRENDnet which involveda video
camera designed to allow consumers to monitor their homes rernfotehe complaint alleges
that TRENDnet marketed its SecurView cameras for purposes ranging from home security to
baby monitoring Although TRENDnetlaimed that the camerasere “secure,” they had faulty
software that left them open to online viewing, and in some instances listening, by anyone with
the cameras’ Internet address. This resulted in hackers posting 700 consumers’ live feeds on the
Internet. Under the FTC settlement, TRENDnet must maintain a comprehsescivey
program, obtain outside audits, notify consumers about the security issues and the availability of
software updatet® correct them, and provide affected customers with free technical support for
the next two years.

The FTC also has brought a number of cases alleging that unreasonable security practices
allowed hackers to gain access to consumers’ credit and debibfmmation, leading to many
millions of dollars of fraud los¥. The Commissiois settlement withTJX provides agood
example of the FTC’s examination of reasonableness in the data seontéxyt'’ According to
the complaint, TIX engaged in a number of practices that, taken together, failed to rgasonabl

protect consumer information. Among other things, it (1) failed to implement measures to limit
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wireless access to its stores, allowingaaker to connect wireldggo its networks without
authorizaion; (2) did not requir@etwork administrators to use strong passwords; (3) failed to
use a firewall or otherwise limit access to the Internet on networks processing cardholder data;
and (4) lacked procedures to detect and prevent unauthorized access, such as by updating
antivirus software and responding on security warnings and intrusion alerts. As a result, a hacker
obtainedtens of millions of credit and debit payment cards, as well as the personal information
of approximately 455,000 consumers whtureed merchandise to the stores. As this matter
illustrates, the FTG approach to reasonablenéssks to see whether companies have
implementedasic, fundamental safeguattiatare reasonablend appropriate in light of the
sensitivity and volume of the data it holds, the size and complexity of its data opeatidiise

cost d available tools.

B. Policy Initiatives



In Novembey the FTC held a workshop on theenomenon known as theternet of
Things”— i.e, Internetconnected refrigerators, thermostats, cars, and other products and services
that can communicate with each other and/or consuffiéFae workshop brought together
academics, industry representatives, and consumer advocates to explore the security and privacy
issues from increased connectivity in everyday devices, in areas asediganart homes,
connected health and fitness devices, and coedears. Commission staff is developing a
report on privacy and security issues raised at the workshop and in the public comments.

And last June, the Commission hosted a public forum almsecurity issues,

including potential threats to U.S. consumers and possible solutions té'thsrthe use of






dispose of information that they no longer need. Finally, companies should haneragéece

to respond to security incidents, should they occur.



Reasonable and appropriagtcurity practices are critical to preventing data breaches and

protecting consumers from

10



Finally, rulemaking authority under the Administrative Procedure Act would enable the
FTC in implementing the legislation to respond to changes in technofagyexamplewhereas
a decade ago it would be incredibly difficult and expensive for a company to track an
individual's precise geolocation, the explosion of mobile devices has made such information
readily available. And, as the gvimg problem of child identity theft has brought to light in

recent years,
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