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As the nation’s consumer protection agenhg, ETC is committed to protecting
consumers in the online marketplace. The Commission is primarily a civil law enforcement
agency, and its main operative statute is Section 5 of the FTC Act, which prohibits unfair or
deceptive acts or practicesor affecting commercé.A company acts deceptively if it makes
materially misleading statements or omissidbis company engages in unfair acts or practites i
its practices cause or are likely to cause substantial injury to consumers that isreagbeably
avoidable by consumers noutweighed by countervailing benefits to consumers or to
competition? The Commission uses its enforcement authority under 8eztio take action
against online advertising companies and others engaged in unfair or deceptive practices. It also
educates consumers and busineabesit the online environmeahd encourages industry self
regulation.

This testimony will discuss the Commission’s work to address three consumer protection
issues affecting the online advertising industry: privacy, malware, and data security. It will then
provide some recommendations for next steps in this area.

Il. CONSUMER PROTECTION ISSUES AFFECTING THE ONLINE
ADVERTISING INDUSTRY

A. PRIVACY

Since online privacy first emerged as a significant issue in thel88as, it has been one
of the Commission’s highest consumer protection priorities. The Commission has worked to
address privacy issues in tbeline narketplace, particularly those raised by online advertising

networks, through consumer and business education, law enforcement, and policy initiatives.

2 15 U.S.C. § 45(a)The Commissionlao enforces numerous specific statutes.

® See Federal Trade CommissRuolicy Statemendvn Deceptionappended to Cliffdale Assocs., Inc., 103
F.T.C. 110, 174 (1984)

* See 15 U.S.C. § 45(n); Federal Trade Commission Policy Statement on Unfairness, appended to Int'l
Harvester Cq 104 F.T.C. 949, 1070 (1984) (“FTC Unfairness Statement”).
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Throughout the last decade, the FTC has exantheeg@rivacy implications of online
behavioral advertisinthrough a number of workshops and repors March of 2012, the
Commission rele&slits Privacy Report, which set forth best practices for businesses — including
the online advertising industry — to protect consumer privacy while ensuring that companies can
continue to innovaté. The reportalled on companies to provide simpler and more streamlined
choices to consumers about their data, through a robust universal choice mechanism for online
behavioral advertising

The Commission has also engaged in a number of privacy enforcement actions involving
theonline advertising industryFor example,n its first online behavioral advertising case, the
Commission alleged that online advertismggwork Chitika violated thETC Acts prohibition
on deceptive practices when it offered consumers the ability to opt out of the collection of
information to be used for targeted advertising — without telling them that tleibjatsted only

ten days. The Commission’s order prdiiis Chitika from making future privacy

® See, e.g., FTC Press Release, Staff Proposes Online Behavioral Advertising Policy P(Dep|26,
2007), available ahttp://www.ftc.gov/newsevents/presseleases/2007/12/fstaffproposesnline
behavioraladvertisingprivacy, FTC Town Hall, Ehavioral Advertising: Tracking, Targeting, &
TechnologyNov. 12, 2007), available atttp://www.ftc.gov/newsevents/events
calendar/2007/11/ehaviorativertisingtrackingtargetingtechnology FTC Workshop, Protecting
Consumers in the Next Teglde(Nov. 69, 2006), available dittp://www.ftc.gov/newsevents/events-
calendar/2006/11/protectirgpnsumersiexttechade FTC Staff Report,







network, Epic was employindhfstory-sniffing” technology that allowed it to collect data about
sites outside its network that consumers had visited, including sites relating to personal health
conditions and financesl'he FTC alleged thdhe history sniffing was deceptive and allowed
Epic to determine whether a consumer had visited any of more than 54,000 domains, including
pages relating to fertility issues, impotence, menopause, incontinence, disability insurance, credit
repair, debt relief, and personal bankruptcy. ®fder imposed similar relief to the other cases
in this area.

Finally, in 2012 Google aged to pay a record $22.5 million civil penalty to settle
charges that it misrepresented to Safari browser usarg thould not place tracking cookies
serve targeted ads tcettn, ** violating an earlier privacy order with the Commissibin its
compaint, the FTC alleged that for several months, Google placed a certain advertising tracking
cookie on the computers of Safari users who visited sites within Google’s DoubleClick
advertising network, although Google had previously told these users they would automatically
be opted out of such tracking, as a result of the Safari browser default seiagyste these

promises, the FTC alleged



B. SPYWARE AND OTHER MALWARE

Spyware and other malware can cause substantial harm to consumers and to the Internet
as a medium of communication and commenendownloaded without authorization,
including through online ads, spyware and other malwanecause a ran@é problems for
computer users, from nuisance adware that deliversip@als, to software thatuses sluggish
computer performance, to keystroke loggers that capture sensitive information.

The Commission has soudbtaddress concerns about spywaand othemalware
through law enforcement and consumer educationce2004, th&€€ommission has initiated a
number ofmalwarerelated law enforcement actions, which reaffirm threegteyiples. The
first is that a consumer’s computer belongs to him or her, not to the software distributor, and it
must be the consumer’s choice whether or not to install software. This principle reflects the
basic commorsense notion that Internet bossses are not free to help themselves to the
resources of a consumer’s computer. For example, in FTC v. Seismic Entertainmiéanbhc.,
FTC v. Enternet Media, Iné:,the Commission alleged that the defendants unfairly downloaded
spyware to users’ compars without the users’ knowledge, in violation of Section 5 of the FTC
Act. And, in its case against CyberSpy Software LLC, the FTC alleged that the defendants
unfairly sold keylogging softwar® others that could be downloaded to users’ computers

without their knowledge or consetit.

1 FTC v. Ssmic Entertainment Productions, Inc., et al., No.3¥~JD (D.N.H. 2006), available at
http://www.ftc.gov/enforcement/caspsoceedings/043142x05-0013/seismi@ntertainment
productionsinc-et-al.

> FTC v. Enternet Media Inc. et al., No. CV 037 CAS(C.D. Cal. 2006)available at
http://www.ftc.gov/enforcement/caspsoceedings/053135x06-0003/enternemediainc-conspyeo-
inc-et-al.

® FTC v. CyberSpy Software, L|Ro. 6:08ev-18720RL-31GJK (M.D. Fla. 2010)vailable at
http://www.ftc.gov/enforcement/caspsoceedings/083160/cyberspyoftwarelc-tracef-spence
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The second principle is that buried disclosures of material information necessary to
correct an otherwise misleading impression are not sufficient in connection with software
downloadsjust as they have never been sufficient in more traditional areas of commerce.
Specifically, burying material information in &nd User License Agreement will not shield a
malkware purveyor from Section 5 liability. This principle was illustrated i€ FTOdysseus
Marketing, Inct” and Advertising.com, Iné.In these two cases, the Commission alleged
(among other violations) that the companies failed to disclose adequately that the free software
they were offering was bundled with harmful software paots.

The third principle is that, if a distributor puts a program on a computer that the consumer
does not want, the consumer should be able to uninstall or disable it. This principle is
underscored by the FTCémses against Zango, IHfand DirectRevenue LLE&. These
companies allegedlgrovided advertising programs, or adware, that monitored consumers’
Internet use and displayeckfiluent, targeted peygp ads — over 6.9 billion pames by Zango
alone. According to th€Eommission’s complaints, the companies deliberately made these
adware programs difficult faronsumers to identify, locate, and remove from their computers,

thus thwarting consumer efforts end the intrusive popps. Among other relief, the consent

" FTC v. Odysseus Marketing, Inc., No.0$-









In its most recent data securitgse, the FTC announced a settlement with Snagobat,
a company that markets a popular mobile application (“athyait)allows consumers to send and
receive photo and video messages knowrsaaps.” According to the complaint, Snapchat
misrepresented that its app provided a private, dived messaging service, claiming that once
the consumeset timer for a viewed snap expired, the srdipdppears forevér.Snapchat’'s app
has a Find Friends feature that allows consumers to find and communicate with friends who
use the Snapchat service. However, unbeknownst to users, tHeriemd feature collected the
names and phone numbers of all contacts in a user's mobile device address book and had major
security flaws. The complaint alleges that Snapchat violated Section 5 by misrepresenting the
disappearing nature of messages sent through its app and the amount of personal information that
its app would collect for the Find Friends feature.

The complaint also charges
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The FTC also recently entered into settlements with Credit Kdno& and Fandango,
LLC.** to resolve allegations that the companies misrepresented the security of their mobile apps.
Credit Karma’s mobile app allows consumers to monitor and access their credit scores, credit

reports, and other credit report and financial data, and has been downloaded over one million
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and other government agencies at the state, local, and federatdewse these materials and
tailor them to their particular constituencies and concerns.

The second is continued industry safulation to ensure that agtworks are taking
reasonable steps to prevent the use of their systems to displiaious ads to consumersust
last week, Facebook, Google and Twitter publicly unveiled TrustinAds.org, a new organization
aimed at protecting people from malicioudina advertisement$. The companies report that
they will bring awareness to consumers about onlineelded scams and deceptive activities,
collaborate to identify trends, and share theimwledge with policymakers and consumer
advocates.In addition, the Online Trust Alliance has published guidelines for companies in this
area, along with a risk evaluation t6blThe Commission applauds these groups for taking steps
to address this issue.

Finally, the Commissiorontinuedo reiterate its longstaing, bipartisan call for
enactment of a strong federal data security and breach notificatiorRemsonable and
appropriate security practices are critical to preventing data breaches and protecting consumers
from identity theft and other harm. eBpitethe threats posed by data breaches, many companies
continue to underinvest in data security. For example, the Commission’s settlements have
shown that some companies fail to taken the most basic security precauti@ush as
updatng antivirus software or requirg network administrators to use strong passwokifgh
reports of data breaches on the rise, and with a significant number of Americans suffering from
identity theft,having a strong and uniformational data security reqament would reinforce the

requirement under the FTC Act tr@mmpanies must implement reasonable measures to ensure

33
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that consumetpersonal information iprotected. Ahough most states have breach notification
laws in place, having a strong and comsisinational breach notification requirement would
simplify compliance by businesses while ensuring that all consumers are protected.

Among other things, such legislation would supplement the Commission’s existing data
security authority by authorizing tli@mmission to seek civil penalties in appropriate
circumstances against companies that do not reasonably protect consumergadadagRhe
Commission with authority to seek civil penalties in these cases would help deter unlawful
conduct includingusingmalware to gain access to consumers’ personal information — such as
through keystroke loggers.uéh legislation could provide the Commission with an important
consumer protection taol

VI. CONCLUSION
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